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SUMMARY 
Existing railway safety standards such as EN50128, EN50129 and EN50159 prescribe a list of mandated or 
recommended safety design techniques with respect to different levels of safety integrity for each phase of the 
development process. Whilst these standards provide general guidance on the application of these techniques, 
the guidance is limited in terms of coverage, application conditions and safety properties. Furthermore, the level 
of recommendation used by the standards is over-simplified and may not be fit for all railway applications. This 
paper illustrates a tactical approach to designing CBTC signalling applications for safety, which will complement 
the existing railway safety standards. The tactical approach is based on codified safety design knowledge base 
(termed safety tactics) with respect to three common types of risk (i.e. software fault, random hardware fault and 
human error). The CBTC safety tactics are elicited from design practices used by the signalling industry and 
techniques prescribed by the existing railway safety standards. The practical application of CBTC safety tactics is 
leveraged through a predefined generic reasoning framework that links applicable tactics to a specific type of 
CBTC subsystems. The tactical approach can assist both designers and assessors in evaluating the risk impact 
of each safety-related design decision and explore available design alternatives in an effective manner 

1 INTRODUCTION 

Existing railway safety standards such as EN50128 [1], EN50129 [2] and EN50159 [3] prescribe a list of 
mandated or recommended safety design techniques with respect to different levels of safety integrity for each 
phase of the development process.  Whilst these standards provide general guidance on the application of these 
techniques, the guidance is limited in terms of coverage, application conditions and safety properties. 
Furthermore, the standards adopt the three levels of recommendation: highly recommended (HR), recommended 
(R) or not recommended (NR). Failure to use a HR technique/measure has to be justified. Likewise, the use of 
NR technique/measure should again be justified. Nevertheless, there is lack of guidance on what is a valid 
justification. 

A decade ago the author developed a set of safety tactics for designing safety-related software applications [4]. 
Each safety tactic is a documented safety-related design decision that encapsulates the details of a specific 
safety design technique/mechanism, its limitations, assumptions and design rationale as well as its relationship 
to other safety tactics. The collection of safety tactics can aid designers in selecting appropriate safety design 
techniques to achieve specific safety requirements and making best trade-offs between safety and non-safety 
objectives. 

In recent years the author has been heavily involved in a large number of independent safety assessment (ISA) 
and railway product certification (RPC) projects in Asia and evaluated different design solutions proposed by 
various railway signalling suppliers. This paper is intended to provide a comprehensive investigation of existing 
safety design practices in the field of communication-based train control (CBTC) applications and to present a 
knowledgebase (termed safety tactics) that characterizes the key properties of safety design techniques in a 
structured manner and reasoning framework that links the tactics to a specific type of CBTC subsystems. 

2 CBTC APPLICATION DESIGN 

2.1 CBTC System Architecture 

The CBTC signalling system is based on bi-directional communication between track and the trains [5], which 
can be decomposed into trackside and train-borne equipment. The trackside equipment is responsible for 
determining the train position and generating movement authorities, whilst the train-borne equipment is 
responsible for providing continuous supervision of the train speed and position enforced by the received 
movement authorities. Regardless of various communication and control technologies adopted by different 
suppliers, the CBTC system generally comprises the following four core subsystems: 
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 Computer Based Interlocking (CBI) Subsystem – The mission of this subsystem is to control the position 
of the points and signal aspects on the basis of track section occupancy in order to establish safe routes 
to train operation. The CBI is a trackside subsystem. 

 Automatic Train Supervision (ATS) Subsystem – The mission of this subsystem is to automate traffic 
control and train operation. Common ATS functions include automatic train dispatching, automatic 
routing, schedule management, zone speed restrictions, line smoothing and exit inhibit initiation. The 
ATS is a trackside subsystem. 

 Automatic Train Protection (ATP) Subsystem – The mission of this subsystem is to enforce safe train 
operation through imposing train speed limits and permitting train movement only when a clear and 
uncontested route established by interlocking. The ATP comprises both trackside and train-borne 
subsystems. 

 Automatic Train Operation (ATO) Subsystem – The mission of this subsystem is to provide automatic 
train operation under the ATP supervision. Common ATO functions include train speed control, station 
stopping, station skip, control of train door open/close operations, route initiation, train identification, and 
automatic turn-back. The ATO is a train-borne subsystem. 

As the CBTC signalling system is a safety critical application, its safety integrity level (SIL) requirement has to be 
the highest SIL4 in the railway industry. In most cases, both CBI and ATP subsystems are assigned to SIL4, 
whilst the ATS and ATO subsystems are assigned to SIL2. 

2.2 Fail Safety Design Principle 

The safety-critical nature of the CBTC signalling system has led to the use of the fail-safe design principle in 
practice. Simply put, the CBTC system should be designed in a way that a safe system state is enforced in the 
event of any type of CBTC subsystem or component failure. In other words, all single-point failures are either 
avoided or safely handled. In order to mitigate the impact of a single-point random hardware failure one of the 
safety design techniques widely used is redundancy. For example, redundant processor channels or redundant 
communication networks are often introduced for CBTC subsystem design.  

The redundancy itself can only tolerate the occurrence of a single random fault. In order to detect the occurrence 
of a fault it needs to be combined with other techniques such as the comparison or voting techniques. By 
comparing (or voting on) the redundant results, a fault can be detected in the presence of a discrepancy 
revealed. Different combinations of redundancy and voting can lead to various forms of hardware architecture 
such as 2oo2, 2oo3 [6], and 2*2oo2 (which is widely used in Chinese CBTC applications). 

In addition, extra care should be taken to protect against potential common-cause faults behind the redundancy 
design solution. The independence claims behind the redundant elements should be carefully checked by the 
three aspects as recommended by EN50129 [2]:  

 Physical independence 

 Functional independence 

 Process independence 

2.3 Protection against Software Fault 

The realisation of core CBTC functions is mainly based on application software running on a reliable hardware 
platform. The correctness of CBTC software functionality is assured by rigorous software development, testing, 
verification and validation processes that are compliant with the software safety standard EN50128 [1]. Besides 
the defence by the process-based approach, the software architecture and design often adopt various protection 
mechanisms such as defensive programming to be used to ensure that violations on the software inputs 
including configuration data, software internal states and data processing/calculation do not result in any 
unexpected behaviours. The core of defensive programming relies on effective software fault detection 
mechanisms, which can be range check (requiring knowledge about the applicable value ranges of data), 
plausibility/reasonableness check (requiring knowledge about specific pattern of information), consistency check 
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(usually by the aid of redundant data or historical records), type check and access check (requiring support from 
a specific programming language), and timing check (requiring sequential records of external states).  

In order to facilitate defensive programming and software safety design effectively, there is often a need to 
identify all possible software failure behaviours and their impact on system safety. In practice inductive analysis 
techniques such as Software Error Effect analysis (SEEA) [1] or deductive analysis techniques such as software 
Fault Tree Analysis [8] can be used. The aim of these analyses is to identify critical software errors that should 
be detected and controlled by specific tactics. Notably, not all failures are detectable and some failures are 
inherently undetectable (at least within a specific system boundary) [9]. Most of existing software protection 
mechanisms rely heavily upon the detection of a failure. 

For safety critical software like interlocking and onboard ATP software, an appropriate level of software diversity 
(e.g. design diversity or functional diversity) can be considered. For example, the design diversity technique 
could involve the use of multiple components, each designed in a different way but implementing the same 
interlocking function. For another, the functional diversity tactic could introduce the safety monitoring function 
(also known as safety bag [1]) to ensure the ATP functions are being carried out safely. The diversity techniques 
should be used in a cautious manner, as no effective method to assess the level of diversity is currently available 
[1]. Furthermore, the diversity at implementation level (e.g. diverse programming or N-version programming) is 
known to be less effective in practice. 

Software recovery techniques such as backward or forward recovery upon software fault detection are not 
suitable for CBTC applications due to the significant performance penalty. Rather, simple re-try fault recovery 
mechanisms (e.g. re-boot, re-starting a procedure, or re-sending a message) are widely used for CBTC 
applications. For some CBTC subsystems such as ATS subsystem, graceful degradation [1] can be applied 
when a permanent fault that is not recoverable occur.  

2.4 Protection against Hardware Fault 

The commonly-used protection mechanism against hardware fault is based on voting or comparison tactic by the 
aid of redundancy, as described in section 2.2. Alternatively, it is cost-effective to use mature software coding 
techniques to detect random hardware faults, usually those computing hardware or communication network 
errors. Different types of software coding techniques include hamming codes, cyclic codes, polynomial codes 
(also known as Cyclic Redundancy Check – CRC) etc. The basic principle behind software coding is each 
message/data will be encoded by a specific algorithm and an erroneous message can be detected when 
decoding the message/data. In contrast with voting or comparison used for error detection only, these coding 
techniques can also correct the errors detected.  

These software coding techniques are specifically designed to protect against common types of errors [3] on 
communication channels due to random failures of transmission medium, where they can provide quick and 
reasonable assurance of the integrity of messages delivered. However, they are not suitable for protecting 
against intentional alteration of data. Moreover, there is limited practical guidance on selecting a suitable coding 
algorithm (e.g. determining the suitable polynomial length for the CRC case) for effective error detection on the 
longest possible data word sizes and performance considerations. For example, the interlocking software can 
use multiple CRCs when possible, each with a different polynomial, in order to maximize the error-detecting 
capabilities while minimizing overall collision probabilities. 

To enhance the system availability and reduce maintenance cost, some CBTC system may require fault 
diagnosis for failures of specific hardware equipment such as sensors or communication networks. The fault 
diagnosis can be conducted through online or offline. Many fault diagnosis tactics adopt model based 
approaches (e.g., using pre-defined state machine diagrams or state charts) and are only applicable to specific 
types of equipment.  

2.5 Protection against Human Error 

It has been well recognised that human error is the key contribution to modern system accidents, and for 
instance a problematic operational rule could easily allow the train to be driven in a dangerous manner with ATP 
disabled [7]. Most of existing CBTC design solutions address the risk of human error by designing appropriate 
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human machine interfaces (HMI) of the CBTC system and constraining human behaviours safely through training 
and operational & maintenance (O&M) manuals. 

For example, many ATS suppliers adopt dual confirmation to mitigate hazards related to incorrect data inputs; 
others use diverse forms of human–machine interfaces, e.g. one in text and another in graphical representation 
or voice, to mitigate the same hazards. Though the two techniques are intended to address the same hazards, 
the two can achieve different safety properties and have their own limitations. The dual confirmation provides 
defence against skill-based errors (e.g. slips) only by re-typing the input; it is assumed that the operator is 
unlikely to make the same error twice. The defence could be bypassed if the operator has access to the first 
command (request) (e.g. via the copy-and-paste facilities) while entering the second command (confirmation). 

In contrast, diverse inputs may provide defence against cognitive errors (e.g. inputting the wrong data or 
command). The operator must activate the high-integrity command in dual ways (e.g. via texting and voice). 
Nevertheless, the level of diversity could be inherently limited by existing technologies. For example, if graphical 
representation is used, it is usually done in a tabular or menu way indicating the list of the predefined commands. 
Care should be taken when providing all predefined commands at the start up. Moreover, common-cause 
analysis needs to be conducted to ensure that the input forms are both functionally and physically independent. 
The two techniques complement each other and can be combined into a single ATS design. For instance, the 
operator sends the command request in text via the ATS system and then confirms the request by voice. 

3 SAFETY TACTICS FOR CBTC APPLICATIONS 

3.1 Development of CBTC Safety Tactics 

The elicitation of safety tactics was based upon a broad survey of existing CBTC design solutions proposed by 
various suppliers, good practices and safety design techniques prescribed by existing railway safety standards 
such as EN50128 [1], EN50129 [2] and EN50159 [3]. The main task of the elicitation heavily relies on our 
analysis of the underlying protection mechanisms of each CBTC design solution by the aid of the guidance from 
existing railway safety standards. The tactical analysis considers protection with respect to the three common 
types of failures in CBTC applications: software fault, hardware fault and human error. Consequently, CBTC 
safety tactics can be organised into three sets: tactics against software fault, tactics for hardware fault and tactics 
for human error. For hardware fault, it can be further classified as random hardware fault due to wear-out or 
degradation and systematic hardware fault due to inadequate processes. 

For each set of safety tactics, it can be further classified with respect to the nature of the protection mechanisms: 
i.e. fault avoidance, fault detection and fault control. Obviously, not all faults can be avoided, e.g. random 
hardware fault. In contrast, software faults can be avoided by rigorous development, testing and V&V processes. 
Likewise, not all faults can be detectable, e.g. some software logic errors.  The fault control tactics can be fault 
recovery, fault tolerance and fail safety tactics. It should be noted that fault recovery tactics based on the re-try 
mechanisms that can be applied to random hardware fault only.  

For each tactic set (i.e. fault avoidance, fault detection and control), we can further organise the tactics into 
subsets based on the properties of safety tactics. For example, the fault detection can be achieved by checks in 
the value domain or in the time domain. As a result, the CBTC safety tactics can be organised into a hierarchical 
structure. 

For each tactic, the key information such as applicability, design rationale, assumptions and limitations about the 
tactic will be recorded by a predefined template, as illustrated by Table 1.   

3.1.1 CBTC Safety Tactics against Software Fault 

Figure 1 shows the hierarchy of CBTC safety tactics against software fault. The tactics shown in Figure 1 is 
incomplete and can be refined further. For example, the rigorous processes can be defined further in terms of 
EN50128 lifecycle requirements [1]. For another, the voting may be refined into comparison, majority voting and 
priority voting depending on the chosen form of voting. Also, a tactic can be used for multiple types of protection. 
For instance, a voting tactic can be used for both fault detection and tolerance. Moreover, tactics may not be 
independent. In order to apply the voting tactic, the diversity tactic should be used.  
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Figure 1: A Hierarchy of CBTC Safety Tactics against Software Fault 

 

Tactic Name – Diversity 

Aim 

To detect and tolerate residual software faults arising from problematic software development processes such as 
incorrect design and/or coding. 

Description 

For safety critical applications, diversity is an established approach to addressing uncertainty and imperfect 
processes in the real world. This tactic does not eliminate residual software faults, but it provides alternative 
solutions to achieve specific goals. This is usually achieved by combing the voting tactic or other fault detection 
tactics. The level of diversity can vary from functional diversity to design diversity and implementation diversity 
(e.g., N-version programming).  

Assumptions 

There exists at least one alternative way to solve the same problem. Depending on the nature of the problem 
(e.g. programming or design), the diverse solutions can be using different programming languages or design 
solutions. 

Applicability 

This tactic can be applied when there exists no effective way to avoid residual software faults that could affect 
safety significantly.   

Side Effects & Limitations 

Irrespectively of the concrete form of diversity adopted, no effective method to assess the level of diversity is 
currently available. Also, the implementation of diversity can be costly and might have penalty on system 
availability and performance. 

Practical Strategies and Design Patterns 

A common strategy to achieve functional diversity is the use of Control and Monitor pattern, in which both control 
system and monitor system are functionally different and safety can be achieved by a combination of both. 

Related Tactics 

This tactic is often combined with other detection tactics such a Voting, Consistency Check, Plausibility Check 
and Range Check; 

This tactic can be refined into Functional Diversity, Design Diversity and Implementation Diversity tactics. 

Table 1: An Example Documented CBTC Safety Tactic against Software Fault 

CBTC Safety Tactics against Software Fault 

Fault Avoidance Fault Detection Fault Control 

Rigorous 
processes 

Simplicity  Modular 
develop-
ment  

Value 
domain  

Timing 
domain  

Range 
check 

Plausibility 
check  

Consistency 
check, 
Voting, 
Diversity 

Sequence 
check  

Timeout  

Fail 
safety 

Fault 
tolerance 

Voting, 
Diversity  

Graceful 
degradation  

 Type 
check 
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3.1.2 CBTC Safety Tactics against Random Hardware Fault 

Figure 2 shows the hierarchy of CBTC safety tactics against random hardware fault. Note that random hardware 
fault is unavoidable, as it is inherent defect of hardware. However, we can replace the less reliable hardware with 
more reliable one. To some extreme, we can even substitute hardware with software. Alternatively, we can 
change the design or system boundary to eliminate a specific hazardous hardware fault.  

 

Figure 2: A Hierarchy of CBTC Safety Tactics against Random Hardware Faults 

Again, Figure 2 does not show all the tactics for protection against random hardware fault. For example, different 
types of software coding tactics can be hamming codes, hash codes and polynomial codes. For another, the Re-
try tactic can be re-booting the software re-running the software program on the faulty hardware device, or, or re-
sending the message across the faulty communication network. 

Many tactics against software fault as shown in Figure 1 are equally applicable to the protection against random 
hardware fault. For example, the voting and fault detection tactics can be used to detect both software fault and 
random hardware fault, as these tactics rely on the value or responsiveness of the output and do not distinguish 
the source of the failure (i.e. software or hardware). When the voting tactic is used, the diversity tactic should be 
employed for mitigating software faults, whilst the redundancy tactic is used for protecting against random 
hardware fault. Table 2 illustrates an example CBTC safety tactic against random hardware fault.  

Table 2 illustrates an example safety tactic against random hardware fault. 

3.1.3 CBTC Safety Tactics against Human Error 

Figure 3 shows the hierarchy of CBTC safety tactics against human error. 

 

Figure 3: A Hierarchy of CBTC Safety Tactics against Human Error 

CBTC Safety Tactics against Random Hardware Fault 

Fault Detection Fault Control 

Value 
domain  

Timing 
domain  

Range 
check 

Plausibility 
check  

Consistency 
check, 
Voting 

Timeout  

Fail 
safety 

Fault 
tolerance 

Voting. 
Redundancy 

Graceful 
degradation  

Substitution Changing 
Scope 

Software 
Codes 

Design 
Control 

Fault 
recovery 

Re-try, 

Software 
Coding 

Fault Diagnostics 

CBTC Safety Tactics against Human Error 

Error Elimination Error Control 

Substitution  

Reducing Error 
Occurrence 

Task 
Restructuring  

Automation 
Training, 
Constraints 

Feedback 
Identification 

Predictability 

Error 
Detection 

Confirmation 

Error 
Recovery 

Rollback 
Interlock 

Fail 
Safety 

Fault 
Detection 
Tactics Guidance 

Diversity 
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Tactic Name – Software Codes 

Aim 

To detect and correct information errors due to random hardware fault during communication. 

Description 

This tactic is based on adding some redundancy (i.e., some extra data) to a message, which receivers can use to 
check consistency of the delivered message. Error-detection and correction schemes can be either systematic or 
non-systematic: In a systematic scheme, the transmitter sends the original data, and attaches a fixed number of 
check bits (or parity data), which are derived from the data bits by some deterministic algorithm. If only error 
detection is required, a receiver can simply apply the same algorithm to the received data bits and compare its 
output with the received check bits; if the values do not match, an error has occurred at some point during the 
transmission. In a system that uses a non-systematic code, the original message is transformed into an encoded 
message that has at least as many bits as the original message. 

Assumptions 

This tactic is subject to the assumptions of information theory and coding theory. 

Applicability 

This tactic can be applied when the occurrence of random communication faults can affect safety.   

Side Effects & Limitations 

This tactic is not suitable for protecting against intentional alteration of data. Moreover, there is limited practical 
guidance on selecting a suitable coding algorithm (e.g. determining the suitable polynomial length for the CRC 
case) for effective error detection on the longest possible data word sizes and performance considerations. 

Practical Strategies and Design Patterns 

This tactic is usually used in accordance with the requirements of EN50159 standard.  

Related Tactics 

This tactic can be combined with other detection tactics such as Voting, Consistency Check, Plausibility Check, 
Range Check and Timeout; 

This tactic can be refined into Repetition Codes, Checksums, CRC and Cryptographic Hash Codes. 

Table 2: An Example Documented CBTC Safety Tactic against Random Hardware Fault 

 

Although human errors are inevitable for modern projects with significant complexity and size, the occurrence of 
human errors can be eliminated by replacing erroneous design features or functions, or restructuring of tasks to 
remove error-prevalent behaviours (e.g. by information filtering), or automating the human involvement. If error 
elimination is not feasible, then design choices can be reducing the occurrence of human error by training the 
relevant personnel (or other methods of constraints), or clearly identifying the device (e.g. by labelling), or 
providing on-time feedback (e.g. indicating systems state or operational modes) in the human-machine interface, 
or design for predictability (e.g. associating specific controls/actions with system response). Note that some 
tactics such as Feedback and Predictability can also be used for error detection. For example, by providing visual 
or auditory feedback (i.e. alert) in relation to a specific action or task so that the operator can identify any mistake 
he/she made in time. The Confirmation tactic has already been described in section 2.5. The fault detection 
tactics such as range check are equivalently applicable to detecting human errors.  

Once the errors are detected, they may be recovered by simply rolling back the previous actions (e.g. through 
undo), or introducing alternative forms of guidance for cases where reversing a recent control action is not the 
preferred action, or preventing the error propagation into hazard consequence by interlocking.  

Table 3 illustrates an example safety tactic against human error. 
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Tactic Name – Rollback 

Aim 

To roll back in time to a previous known state upon the detection of an erroneous sate and then to execute an 
alternative actions. 

Description 

Also known as “recovery-and-retry”, it simply attempts to simulate the reversal of time, in the hope that the earlier 
known state in the new time will not recreate the failure and that the operator has choices and time to allow 
promote error recovery.  

Assumptions 

This tactic assumes that the system state is recoverable. 

Applicability 

It is always combined with other detection tactics for use in order to activate the recovery procedure. This tactic is 
more secure as it places no reliance on the current system state, and it is less expensive than other recovery 
tactics such as Interlocking and Guidance. But it may not be suitable for timing-critical systems since re-
execution will probably miss the deadline requirements of these systems. Furthermore, successful rollback does 
not mean that errors have been eliminated; new human errors may still recreate when rolling back and try 
alternative actions. 

Side Effects & Limitations 

It will incur penalties both in the speed of system operation and in the expenditure of resources needed to permit 
state restoration. 

Practical Strategies and Design Patterns 

A common form of this tactic is to provide helpful ‘undo’ facilities when designing the human-machine interface. 
There are a number of various undo models available in practice such as single undo, or linear undo, or 
branching undo.   

Related Tactics 

This tactic needs to be combined with detection tactics such as Feedback, Confirmation and Fault Detection 
tactics; 

This tactic can be refined into Backward, Undo and Exit. 

Table 3: An Example Documented CBTC Safety Tactic against Human Error 

3.2 CBTC Safety Tactics and Safety Analyses 

The foundation of the CBTC safety tactics relies on the appropriate safety analysis over the CBTC application. 
For instance, in order to determine appropriate safety tactics against CBTC software faults, software safety 
analysis needs to be conducted first to identify credible software errors that can have safety consequences or 
violate safety criterion. Depending on the nature of critical software error under analysis (e.g., whether it can be 
avoidable or detectable), appropriate tactics can be chosen from sets of fault avoidance and fault detection 
tactics. The key factor to deciding if the software error can be avoidable is the complexity of the function behind 
the error. Whether a software error can be detectable will be determined by characteristics of the error. For 
example, one of common functions of an onboard ATP subsystem involves determination of train speed. In this 
case, a credible software error (that is impossible to eliminate due to the random hardware faults from speed 
sensors) is incorrect calculation, and it is value related and can be bounded. As a result, the Range Check tactic 
is applicable in this case.  

In other words, it is possible to establish a generic reasoning framework [10, 11] that links characteristics of each 
core CBTC subsystem to the applicable CBTC safety tactics. Table 4 illustrates a portion of the generic safety 
tactic reasoning framework with respect to the ATS subsystem. 
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CBTC 
Subsystem 

Application 
Characteristics 

Credible 
Fault/Error 

Cause Applicable Safety 
Tactics 

Selection Criteria 

ATS 
Subsystem 

Interfaces to 
CBI and ATP 
subsystems 

Transmission 
errors such as 
corruption of 
messages 

Random 
hardware 
fault 

Fault detection: 

 Range check 

 Plausibility check 

 Software codes 

 Consistency 
check 

 Timeout 

Compliance with 
EN50159 is normally 
required; 

Subject to the actual 
communication 
protocols defined 
between ATP/CBI and 
ATS; 

Target error rate 
needs to be achieved. 

HMI Operator input 
error such as 
incorrect input 
of critical 
control 
commands 
(e.g., 
temporary 
speed 
restrictions - 
TSR) 

Human 
error  

Error reduction: 

 Training 

 Constraints 

 Feedback 

 Predictability 

 Diversity 

Error detection: 

 Confirmation 

 Range check 

 Plausibility check 

 Consistency 
check 

At least two or more 
safety tactics should 
be selected and 
combined;  

Prototyping is often 
required to examine 
the effectiveness of 
the chosen tactics;  

Empirical evidence 
may be used as part 
of validation. 

 

Database Violation of 
data integrity 
(e.g. storing 
inconsistent 
TSR data) 

Software 
fault 

All fault avoidance 
tactics applied; 

Fault detection: 

 Range check 

 Plausibility check 

 Consistency 
check 

In practice the 
database may be the 
commercial off the 
shelf (COTS) product 
and safety argument 
needs to be provided 
by the supplier and 
integration and V&V 
strategies need to be 
defined by the 
application 
development team. 

 

Random 
hardware 
fault 

Fault detection tactics 
as above; 

Fault tolerance: 

 Redundancy 

 Graceful 
degradation 

Different tactics may 
be chosen on handling 
transient hardware 
faults and permanent 
hardware faults. 

Table 4: A Portion of Generic Safety Tactic Reasoning Framework with respect to ATS Subsystem 
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Note that the above framework as illustrated in Table 4 is not complete; fault handling or control tactics such as 
fault recovery and fail safety are not shown in the table.  

3.3 Application of CBTC Safety Tactics in Design and Assessment 

Each safety tactic can achieve a specific aspect of safety property and is intended to address a particular safety 
risk arising from software/hardware faults and/or human errors. Through establishing a knowledgebase of CBTC 
safety tactics and generic reasoning frameworks for each CBTC subsystem, CBTC application designers or 
developers can effectively choose appropriate techniques or measures and make judicious safety-related 
decisions over various design options. The design process can simply start by reviewing the CBTC system and 
subsystem (or software) requirements, and then ‘instantiate’ a generic reasoning framework for each CBTC 
subsystem. The instantiation is based on safety/risk analysis over the specific CBTC subsystem requirements 
together with the characteristics of the project team and project constraints (e.g., the competence of the software 
development team and available resources etc.).  

For example, if the CBTC system delivery project has a very tight schedule on software development, it can be 
envisaged that software faults are probably unavoidable. In this case, the designers will heavily focus on tactics 
for fault detection and handling. This does not mean that fault avoidance tactics are not applicable. Rather, it only 
implies that residual software faults will still be significantly high even after the deployment of fault avoidance 
tactics due to the real-world project constraints (such as lacking sufficient resources or having a very tight project 
schedule). As a result, different CBTC suppliers will choose different safety tactics with respect to the identified 
CBTC risks and actual project constraints. 

Once safety tactics are chosen with appropriate justification given, the design process then proceeds by 
translating the chosen tactics into concrete design solutions. This step is usually aided by specific modelling 
techniques (such as united modelling language – UML) and available design or modelling tools. 

Likewise, the safety tactics can be applied to aid the safety assessment and certification process. When used as 
part of the assessment, the assessor needs to elicit the safety tactics embedded within the design solutions and 
design process. With support of the knowledgebase of CBTC safety tactics, this can be achieved by reviewing 
the design documents and interviewing the design team through questioning the design rationale and 
justifications behind the design decisions. By eliciting the safety tactics explicitly, the assessor can clearly reason 
about the safety properties of the CBTC design and thus gain an appropriate level of confidence in the overall 
system safety.  

Our massive ISA and RPC experience shows that many CBTC designers fail to articulate safety-related design 
decisions and design rationale behind the decisions. For the ATS example as discussed in section 2.5, many 
ATS suppliers claim that (dual) confirmation is used for ATS subsystem design and fail to demonstrate the safety 
properties achieved by the proposed dual confirmation solution. Moreover, we have seen a number of variants of 
dual confirmation solutions in practice. For instance, one typical dual confirmation design solution is that the 
operator needs to input the critical command (e.g. TSR setting/cancelation) first and then explicitly confirm the 
command he/she inputted (e.g. by clicking the OK button in the command confirmation dialogue window)  after 
having received the acknowledgement from the CBI subsystem. Alternatively, the dual confirmation may require 
that the operator input the critical command twice by two separate command dialogue windows. The third 
solution is to use the text and voice as two diverse forms of critical command inputs.  

The three examples of dual confirmation solutions show that the decision regarding the dual confirmation 
technique is too coarse-grained for analysing the underlying safety properties achieved. We need a fine-grained 
tactical approach to the safety assessment. Table 5 illustrates the safety tactics behind the three design options 
and safety properties achieved. By comparing the safety tactics used for each variant, we can easily reason 
about the actual safety properties and potential side effects introduced by each dual confirmation option, which 
thus will help our decision-making and assessment process. For the example of the first dual confirmation 
variant, the question raised by the assessor is then how to ensure that the operator will check the command 
he/she inputted with care. 
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Dual Confirmation 
Variant 

Safety Tactics 
Used 

Safety Properties Achieved Side Effects and Limitations 

Input command first 
and then confirm the 
command inputted 

 Feedback 

 Confirmation 

The operator should spot any 
incorrect command input 
during confirmation dialogue 
and thus can eliminate the 
error.  

This is still subject to human 
reliability. The operator could 
simply confirm it without really 
checking the command. 

Input command first 
and then repeat 
inputting again   

 Comparison 
(Voting) 

 Confirmation 

Any discrepancy will be 
detected by comparing the two 
command inputs. It is 
assumed that the operator is 
unlikely to make the same 
error twice. 

There will be some minor delay 
in executing the command, as 
the operator needs to manually 
input the command twice prior 
to command execution. The 
defence could be bypassed by 
the copy-and-paste facilities. 

Input command first 
and then use voice to 
repeat the command 
as confirmation 

 Diversity 

 Comparison 
(Voting) 

 Confirmation 

Any discrepancy will be 
detected by comparing the two 
diverse forms of inputs. The 
level of diversity is difficult to 
assess. 

Residual software faults may 
be significantly high due to 
complexity of voice recognition 
technologies. There may also 
be some performance penalty. 
Implementation cost is another 
issue. 

Table 5: Comparison between the three Dual Confirmation Variants 

 

4 LIMITIATIONS OF RAILWAY SAFETY STANDARDS 

The existing railway safety standards EN50128 [1], EN50129 [2] and EN50159 [3] provide practical guidance on 
how to mitigate software faults, hardware faults and transmission faults respectively. Our extensive consultancy 
and assessment experience shows that the guidance is limited in the following aspects: 

 The guidance on the application of techniques recommended by the standards is very general and 
inadequate. Many practitioners have felt that the assumption and safety design rationale behind these 
techniques need to be articulated. A codified safety design knowledgebase thus fills the gap between 
standards and design practices.   

 The level of recommendation prescribed by existing standards is over-simplified and may not be fit for 
all railway applications in practice. Whether or not a technique/measure is suitable should depend on its 
applicability, safety properties that it is intended to achieve, inherent limitations and any potential side 
effects. The applicability of a technique will in turn rely on the related safety analysis over the problem 
domain. Therefore the linkage between the codified safety design knowledge (i.e. safety tactics) and 
reasoning framework offers an effective means of guiding safety-related design decisions. 

 Some standard clauses are simply the statements of design principles and there is a need to elaborate 
them further. For example, EN50128 mandates the balance between the fault avoidance and fault 
handling strategies during software architectural design. However, there is lack of guidance on how to 
achieve such balance. The tactical approach in this paper demonstrates how to apply safety design 
principles through relating design knowledge to a specific type of railway applications (e.g. generic 
CBTC subsystems). 

 There is lack of guidance on human factors or human reliability design (e.g. whether ATS HMI is 
inputted and read correctly) by existing EN50128/9 standard. Human error has been included as a 
consideration as part of the unified approach to safety design for CBTC applications in this paper.  
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5 CONCLUSION 

This paper illustrates a tactical approach to designing CBTC signalling applications for safety, which will 
complement the existing railway safety standards such as EN50128 and EN50129 that offer very limited 
guidance on safety design in practice. The tactical approach is based on codified safety design knowledge base 
(termed safety tactics) with respect to three common types of risk (i.e. software fault, random hardware fault and 
human error). The CBTC safety tactics are elicited from design practices used by the signalling industry and 
techniques prescribed by the existing railway safety standards. The practical application of CBTC safety tactics is 
leveraged through a predefined generic reasoning framework that links applicable tactics to a specific type of 
CBTC subsystems. The tactical approach can assist both designers and assessors in evaluating the risk impact 
of each safety-related design decision and explore available design alternatives in an effective manner. 
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